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Abstract: To address the challenges of declining detection accuracy and model aging in traditional Android malware
detection methods when encountering variant samples, a malware detection method based on API semantic clustering
was proposed. Redundant nodes were eliminated through a function call graph optimization algorithm, and API call
sequences were embedded into semantic vectors using the Skip-Gram model to capture functional and contextual
similarities between APIs. Semantically similar APIs were then grouped via K-means clustering, and a dynamic ex-
tension algorithm was introduced to adapt to newly emerged APIs. To verify the effectiveness of the proposed
method, experiments were conducted by training on a large-scale dataset from 2017—2018, followed by detection on
evolved malicious samples from 2019—2023. The proposed method was compared with the classic detection methods
such as MaMaDroid and Malscan through experiments. The results showed that the average F'1 score of the proposed
method reached 96.6%. In model aging experiments, the proposed method improved the average F'1-score by 8.3%~
23.1%. Furthermore, comparative experiments on API semantic features and cluster quantity analysis confirm that the

precision of semantic extraction and cluster configuration significantly improves detection performance. Experimen-
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tal results indicate that the proposed method achieves higher detection accuracy and exhibits a slower aging rate.

Keywords: Android malware, semantic clustering, API call graph, model aging, function call graph
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MaMaDroid ~ 89.6% 89.9% 89.4% 89.5% 91.7% 91.9%
MalScan 91.6% 91.8% 87.4% 883% 90.5% 90.6%
APR2Vec  89.3% 90.2% 92.6% 89.6% 93.5% 90.4%
SeGDroid ~ 94.4% 942% 95.6% 953% 94.3% 93.9%
AT 958%  96.5% 96.1% 95.8% 952% 96.5%

933% 93.5% 94.8% 92.6% 952% 94.8% 96.3% 96.3%

91.5% 91.9% 923% 91.7% 92.1% 93.0% 94.2% 95.3%

94.9% 91.3% 93.6% 90.5% 94.5% 92.1% 96.1% 93.0%

95.9% 95.6% 96.0% 95.4% 973% 96.0% 96.1% 96.2%

96.9% 97.1% 97.1% 96.4% 96.3% 982% 97.9% 98.5%
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43 5 N 81.3%. 64.5%. 55.6%-+ 50.9%, SeG-
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N Acc Precision Recall F1 _Score i (] FF4/s
s BEET O RKFE O EEW RBEE O EERE O RKREFE O BIEW EBRE O BRW O EKRE
20194 76.4% 91.2% 73.9% 89.7% 71.6% 92.5% 72.7% 91.0% 1185.21 14.78
2020 4= 63.0% 88.3% 60.4% 87.2% 58.1% 89.5% 59.2% 88.3% 1187.66 14.55
2021 4 51.2% 84.1% 49.6% 83.4% 46.9% 85.3% 48.2% 84.2% 1186.07 14.71
2022 4 42.5% 76.2% 40.1% 74% 38.8% 77.9% 39.4% 76.2% 1 180.44 15.13
2023 4 36.3% 71.4% 35.7% 69.5% 32.5% 73.8% 33.1% 71.6% 1 186.96 15.60
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#E4L; J7 % BAEAPUELGE XN A4 E RS, H
TP IR R BE ISR T RCR . TR CHE
APLFEA BN B FRAFAE, T AL AR 1
SCHPBSE TR 7 %€ D[R 51 N5 %44 SRR
B BRAERRUTEDIFAARN SR %, il
XF AN IR & SRR eI R 5 F1 > B0
e, B IR UE A SCRAE A e S HAME
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#6 AREIHFEAAX M RERIFM

bOLEWES Acc F1 _Score  Precision Recall
TIEA 91.0% 89.8% 90.2% 89.4%
J%EB 93.6% 92.1% 92.4% 91.8%
ES® 94.1% 92.9% 93.2% 92.6%
J&ED 96.8% 95.4% 95.6% 95.2%

77 %€ AL APLERARAE 4 N R,  HARAE
% [ W o R AT A, AR AE RIS RE I AEE
R BRI R PR BRI . AR D RER
API T G [A] B 42 iy 44 UK AR AU T HE B R R IRVE
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2t F1 0 85271 % 95.4%

AR SCAE [F] — H s 4 | X MaMaDroid.  MalS-
can. API2Vec. SeGDroid FIA S VEREAT T T LE
S5, DIOWSILISATIN AT, SEERAE R WK 7.
MaMaDroid. MalScan. API2Vec & SeGDroid 3
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J7ik, AT REAMME. Fi, X7
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1 1

1 1 1 1
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RT AREFGENZITEIEFHE

MaMaDroid 14.34 0.52 0.02 14.98
MalScan 3.91 3.29 0.02 7.23
API2Vec 4.15 435 0.02 8.52
SeGDroid 3.78 4.55 0.02 8.35
AT 13.29 0.97 0.02 14.28
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